NudopmaumoHHasa maMsaTKa I

HeCOBepPIIeHHOJIETHUX IT0 BOIIPOcaM
K1oepoe30macHocT B ceTu «MIHTepHeT»

KoMnibloTepHbI€e BUPYCHI

KOMMblOTEPHbIA  BMpYC - 3TO  Pa3sHOBMAHOCTb  KOMMbIOTEPHbIX  MPOrpamM,
OT/IMYUTENbHOM OCOBEHHOCTbIO KOTOPOM SBASETCS CMOCOBHOCTb K Pa3MHOXEHWIO
(KkonupoBaHuio). B mononHeHne K 3TOMy, BUPYCbl MOTYT NOBPEAUTb MAW MONHOCTbHO
YHUUTOXUTb BCE (ainbl M AaHHblE, MOAKOHTPONIbHbIE MONb30BATENO, OT WMMEHMU
KOTOpOro 6bia 3anyweHa 3apaxéHHas nporpamma, a Takke MOBPeauTb WUAKM Aaxe
YHUUTOXUTb OMEPALMOHHY CMCTEMY CO BCeMW dalinamu B LenoM. B 6onblumHcTBE
C/ly4yaeB PacnpoCTPAHATCS BUPYCbl YEPE3 MHTEPHET.

MeToabl 3aWmTbl OT BPeAOHOCHbIX NPOrpamMm:

1.

Mcnonb3yi coBpeMeHHble OMepaumOHHble CUCTEMbBI, UMEKOLWME CePbE3HbIi
YPOBEHb 3aLMTbl OT BPEAOHOCHbIX NMPOrpamm;

MoCTOAHHO  yCTaHaBAMBaM naTtuM  (umdpoBble  3annatku, KOTOpble
aBTOMAaTMYEeCKM YCTAHABAMBAOTCA C ULenbid AopaboTKM MporpaMmbl) U
Apyrue 06HOBNEHUS CBOEW OnepaunoHHON cnucteMbl. CKaumBam UX TONBKO C
obuumanbHoro camta paspaborumka OC. Ecam  cywecTByeT pexuMm
aBTOMaTMYeCKOro 06HOBNEHUS, BKKOYM €ro;

Pabotain Ha cBoeM KOMMbOTEPE NOA4 MNpaBaMKU MOJIb30BATENA, A HeE
dAMUHUCTPATOPA. JTO He No3BONUT 60)'IbLLIMHCTBy BpeaOHOCHbIX nNporpaMmm
MHCTaNIMPOBATbCA HA TBOEM NEPCOHAJ/IbHOM KOMMbKOTEPE,;

Mcnonb3yih  aHTMBUPYCHble  MPOrpaMMHble  NPOAYKTbl  M3BECTHbIX
Npou3BOAMTENEN, C aBTOMATMYECKMM 0OHOBNEHMEM 6a3;

OrpaHuyb GU3MYEeCKMit AOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX NULL;

Mcnonb3yr BHeWHMe HOCUTenn nHbopMaLmm, Takme Kak dnewka, ANCK nnm
dann u3 NHtepHeTa, TONbKO M3 NPOBEPEHHbIX UCTOYHMKOB;

He oTKkpbiBa KOMMblOTEPHbIE (ansibl, MNOMYYEHHbIE U3 HEHAOEXHbIX
MCTOYHUKOB. [laxxe Te ¢annbl, KOTOpble MpUCAaN TBOW 3HAKOMbIK. Jlyywe
YTOUYHU Yy HEro, OTNPaBAsa M OH Tebe ux.



Cetu WI-FI

C nomouwpbto WI-Fi MOXHO nonyuntb 6ecnnaTHbliM MHTEPHET-A0CTYN B 0OWECTBEHHbIX
MecTax: kade, oTensx, TOProBbIX LEHTPAX U asponopTtax. Tak xe SBASIeTcs OTAUYHOM
BO3MOXHOCTbIO BbIxoAa B WHTepHeT. HO MHOrMe 3kcCnepTtbl CYMUTAKOT, 4TO
obwepnoctynHoie WiFi cetn He aBnatoTCa 6e30nacHbIMMU.

Cosetbl N0 6e3onacHocTH paboTbl B 06wenocTynHbix cetax Wi-fi

1. He nepepaBali cBOKO nM4YHy0 MHbOpMaumio yepes obuwenoctynHole Wi-Fi
cetn. PaboTtaa B HUMX, KenaTenbHO He BBOAMTb Maponu AOCTYyNa, NIOrMHbI U
Kakue-To HOMepa;

2. Wcnonb3ynm n 0BHOBNSM aHTUMBMPYCHblE MPOrpamMmbl M BGpaHamayap. Tem
caMbIM Tbl 06e30onacuiub cebs OT 3aKayku BUpYCa Ha TBOE YCTPOMCTBO;

3. Mpu ncnonb3oBanmm Wi-Fi otknoumn dyHkumio «O6wmi noctyn K gamnam m
npuHTepam». [laHHasa QyHKLMS 3aKpbITa MO YMONYAHWUIO, OOHAKO HEKOTOpbIE
NoMb30BaTENU aKTUBUPYIOT e€ ans yaobcTBa MCNonb30BaHMs B paboTte uau
yyebe;

4. He ucnonb3yn ny6nunuHbii WI-FI gng nepenaym NMUHbIX AaHHbIX, HanpuMmep,
ANS BbIXOAA B COLMANbHbIE CETU UM B INEKTPOHHYIO MOYTY;

5. Mcnonb3yn ToNbKO 3awmuieHHoe coegnHenune yepe3 HTTPS, a He HTTP, T.e.
npu Habope Beb-agpeca BBOAN UMEHHO «https://»;

6. B MobunbHOM TenedoHe oOTKAUYM PyHKUMO «llogkntouyeHme K Wi-Fi
aBTOMaTUYeCKu». He ponyckam aBTOMaTMYeCcKoro nogkntoyeHus ycTponcTaa
K ceTsam Wi-Fi 6e3 TBOero cornacus.

ConuajabHbIe ceTU

CoumanbHass ceTb - 3TO CaAWT, KOTOPbIM NpenocTaBnsieT BO3MOXHOCTb JHOASM
OCYLLECTBNATL 0bOWeHne Mexay cobor B MHTepHeTe. Yalle BCEro B HUX 418 KaXA0ro
yesioBeka BbIAENSETCS CBOSI IMYHASA CTPAHM4YKA, HA KOTOPOM OH YKa3blBaeT O cebe
Pa3NMYHY0 MHOOPMALMIO, HAYMHAS OT MMeEHW, GaMUIMKM U 3aKaHYMBAS JIMYHbLIMU
dotorpadpuamu. MHoOrMe noAb3oBaTeNIM HeE  MOHMMAKT, 4TO  MHpOpMauus,
pa3MeLLeHHAsN UMUK B COLMANBHBIX CETSAX, MOXET ObITb HAaMAEHa U UCNOMb30BAHA KEM
YrOAHO, B TOM YnC/e He 0653aTeNbHO C 61arMMmn HaMepeHUsIMK.

OcHoBHble coBeTbl N0 6€e30MacHOCTU B COLMANbHbIX CETAX:

1. OrpaHunyb cnuncok apysein. Y Tebs B Apy3baX HE AOMKHO ObITb CAy4anHbIX U
HE3HaKOMbIX NH0OEN;

2. 3awmuiar CBOK YaCTHYH XM3Hb. He yka3biBal naponu, TenedoHsbl, agpeca,
[aTy TBOEro POXAEHMS U APYIYI0 TIMYHYIO MHDOPMALMIO. 3N10YMbILLIEHHWUKN



MOTYT UCMNOJIb30BATb AdXE MHCI)OpMaLI,l/HO O TOM, KaK Tbl U TBOU POOAUTENN
nanaHnpyeTe NpoBeCTn KaHUKYIbI,

3. 3awmuian CBOK penyTaumio - 4EPXKM ee B YMCTOTe M 3ahaBan cebe Bonpoc:
xoten Obl Tbl, YTOObI ApyrMe MoJsib30BaTENM BUAENM, YTO Tbl 3arpyXKaelb?
MNoayMan, npexnae YeM 4To-To onybnnMKoBaTb, HAMMCATb U 3arpy3uThb;

4. Ecnn Tbl rOBOPULWb C NIOAbMM, KOTOPbIX HE 3Haellb, He WUCMO/b3yM CBOE
peanbHOe UMS U APYryK NUYHYIO MHPOPMAUUU: UMS, MECTO XUTEeNbCTBa,
MecCTo y4yebbl u npoyee;

5. MN3beran pasmeweHus dotorpadpuii B MIHTEpHETe, rae Tbl M300paXKeH Ha
MEeCTHOCTW, N0 KOTOPOM MOXHO ONpeaennTb TBOE MECTOMOOXKEHME;

6. lpu perncrtpaumm B COLMANBHOM C€TU HEOOXOAUMMO MCNONb30BATb CI0XKHbIE
naponu, cocrosiwme 3 6yke 1 UMbp M C KONMYECTBOM 3HAKOB He MeHee 8;

7. ng coumanbHOM CETW, MOYTbI M APYrMX CaUTOB HEOOXOAMMO MCMNONb30BaTh
pa3Hble naponu. Toraa ecnm t1ebs B3OMAOT, TO 3/10YMbIWAEHHMKM NOAyYaT
AOCTYN TONbKO K O4HOMY MECTy, a He BO BCe Cpasy.

JJIEKTPOHHbIE JeHbI'U

3ﬂeKTpOHHb|e OEHbIN — 3TO O4Y€Hb yﬂ.O6HbIVI cnocob nnaTtexen, 04HAKO CywecTByroT
MOLWEHHUKHN, KOTOPbIE XOTAT MNOJYYUTb 3TU AEHDbIN.

3}'IeKTpOHHbIe OeHbrn NogaBnINCb COBCEM HEAAaBHO U UMEHHO MN3-3a 3TON0 BO MHOIMX
rocyaapcrteax oo Cux nop He nponmcaHo rnpo HMX B 3aKOHaxX.

B Poccun xe OHM GYHKUMOHMPYOT M O HUX YXKE MPOMNUCAHO B 3aKOHe, rae wux
pa3fensT Ha HeCKONbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3Huua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspelaeTcs npoBoauTb onepauun 6e3
MOeHTUPUKALMM NONb30BaATENS, @ B HE aHOHUMHbIX MAEHTUdMKALMM NoNb3oBaTeNns
aBnseTcs 0ba3arteNbHON.

Takxe cnepyet pasnuyaTb 3N1EKTPOHHbIE QUATHbIE AEHbIU (PaBHbI FOCYAAPCTBEHHbIM
BaJIOTaM) U 3NEKTPOHHble HEPUATHbIE AEHbIU (HE paBHbl FOCYAAPCTBEHHbLIM BaNtOTaM).

OcHoBHbIe coBeTbl N0 6e3onacHoOM pa60Te C 3/1IeKTPOHHbIMU OEeHbraMu:

1. Mpusxkn K cyeTy MOBUNbHLIM TenedoH. 3TO CaMbli yAOOHbIN U ObICTPbIV
cnocob BOCCTAaHOBMTb AOCTYn K cyeTy. [1puBA3aHHbIM TenedoH NOMOXeT,
ecnu 3abypewb CBOM MNMAATEXHbIM MNaponb WMAM 3aWfelb Ha CauT ¢
HEe3HaKOMOro yCTpOMCTBa;

2. Wcnonb3yn opHopasosble naponu. [locne nepexoga Ha  YCUNEHHYHO
aBTopu3aumio Tebe yxe He OygeT yrpoXkaTb OMACHOCTb KPaXu UAu
nepexsaTta NJaTexHoro napons;



3. Boibepu cnoxHbim naponb. [pecTtynHukam 6OyaeT He NpoCTO yragatb
CNIOXHbIM Naponb. HagexHble Maponn — 3To Napoau, KOTOpble CoAepXKaT He
MeHee 8 3HAaKOB M BK/1IOYAKOT B Ce65 CTPOYHbIE M NPOMNUCHbIE BYKBbI, LUPPbI
M HECKOJIbKO CMMBOJIOB, TaKMe KaK 3HAK Aon1apa, GyHTa, BOCKAMLATENbHbIN
3HaK u 1.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NIMYHbIE AAHHbIE HA CAMTaXx, KOTOPbIM He fOBepsieLlb.

JJIEKTPOHHAS IIOYTa

JNEeKTPOHHAas MoYTa — 3TO TEXHOJIOIMS U NPeaoCTaBASEMbIE €H0 YC/TYTM NO Nepechinke
M NOJTYYEHUIO INEKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpenensitoTcs B KOMMNbIOTEPHOM
cetu. OO6blYHO IMEKTPOHHbIA MOYTOBbLIM SAWMK BbIFIAOUT CneaylowmuM o06pa3oMm:
MM$S_N0JIb30BaTENI(@WUMS_OoMeHa. Takke Kpome nepeaaym NpocToro TekcTa, MMeeTcs
BO3MOXHOCTb Nepeaasatb Ganssbl.

OcHOBHbIe coBeTbl N0 6e30nacHoi paboTe C 3/1eKTPOHHOK NOYTOM:

1. Hapo BbibpaTb NpaBMsIbHbIM MOYTOBbIN CepBUC. B HTepHeTe eCTb OrpOMHbIN
BbI6op 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO /yylle AOBEPSTb TEM, KOTO
3HaelWb M KTO NepBbIN B PENTUHTE;

2. He ykasbiBalt B NMYHOW MOYTe NIMYHYHO MHPOpMauuto. Hanpumep, nydwe
BbIOpaTb «My3blKaNbHbI_haHaT@» nnun «pok2013» BMecTo «TeMal’y;

3. Mcnonb3yin oByx3TanHyt aBTOpU3auMIO. DTO KOraa NOMMMO NApoNst HYXXKHO
BBOAWTb KO, NpucCbliaeMbln no SMS;

4. Bblbepu CNOXHbIM Naponb. g Kaaoro NoYToBOro SiLMKa A0MKEH ObiTb
CBOM HaOEeXHbI, YCTOMUYMBDLIA K B3/IOMY NapOsb;

5. Ecnu ecTb BO3MOXHOCTb HanmMcaTb CAaMOMY CBOM JIMYHbIA BOMPOC, UCMOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnonb3yn HECKONbKO MOYTOBbLIX SWWKOB. [1epBblin 419 YaCTHOW Nepenmncku
C agpecaTamu, KOTOPbIM Tbl AOBepsielb. JTO 3NEKTPOHHbIM afpec He Haao
MCMNOJIb30BaTb NPU perncTpaunmn Ha Gopymax 1 camnTtax;

7. He oTkpbiBan @annibl U Apyrue BNOXEHUS B MMCbMaX AAXe eC/IM OHU NPULLIU
OT TBOUX Apy3en. Jlyulie yTOUHU Y HUX, OTNPABASAAN N OHU Tebe 3Tn Gainnbl;

8. lNocne okoHYaHMs paboTbl HA MOYTOBOM CepBUCe Nepes 3aKpbiTUEM BKNALKM
C CANTOM He 3abyab HaXKaTb HA «BbIMTU».



Kno6epOy//IMHT I BUPTYaJIbHOE U31eBaTe/IbCTBO

KnbepbynnnHr — npecnenoBaHne COOOWEHUSIMM, COAEPXKALLMMU OCKOpONeHus,
arpeccuio, 3anyruBaHue; XyJIUraHCTBO; couManbHoe OGOMKOTMPOBAHME C MOMOLLbHO
Pa3fIMYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl N0 60pbbe ¢ KubepbynIuHrom:

1.

He 6pocarica B 6on. Jlyywmin cnocob: NnoCcoBeTOBATLCA KaK Cebs BeCTU wu,
eC/IN HET TOro, K KOMY MOXHO 06paTuUTbCS, TO BHa4ane ycnokoutbes. Ecam bl
HAYHelWb OTBeYaTb OCKOPONEeHMSMM Ha OCKOpONeHWs, TO TOMbKO ele
6onbLie pa3oxxKeLb KOHPANKT;

Ynpasnan cBoer knbeppenyrtaumen;

AHOHMMHOCTb B CETU MHUMaS. CyIJ.I,ECTBYIOT cnocobbl BbIACHUTb, KTO CTOUT 34
dHOHMUMHbBIM aKKayHTOM;

He cTouT BECTM XynuraHCKuMi 06pa3 BUPTYanbHOM >KM3HU. VIHTepHeT
duKCMpyeT BCe TBOM AEMCTBMS M COXpaHseT ux. Yaanutb ux byaert KpanHe
3aTPYAHUTENBHO;

Benu cebs BexxnmBo;

UrHopupyn  eouHuuHbin  HeratmB. OpgHopa3oBble  OCKOpOMTENbHble
coobueHnsa nydywe wurHopupoaTtb. OBGbIYHO arpeccus MNpekpallaeTcs Ha
HAYaNlbHOM CTaAUM;

ban arpeccopa. B nporpammMax obmMeHa MrHOBEHHbIMM COOBLWEHMAMU, B
COLMAnbHbIX CETAX eCTb BO3MOXHOCTb BIOKMPOBKM OTNPaBKKM cO0BLWEeHMM C
onpeaeneHHbIX aapecos;

Ecnu Tbl cBupeteno knbepbynnuHra. TBoM [ENCTBUSA: BbICTYNMUTb MPOTUB
npecnenosartens, NOKasaTb €My, YTO ero A4enCcTBMUS OLLeHUBAKOTCS HEraTUBHO,
NOAAEPXKaTb XePTBY, KOTOPOW HYXKHA NCMXOSI0rMYyeckas NoMoLLb, COOBLWNUTb
B3pOC/bIM O PaKTe arpecCMBHOMO NOBEAEHUS B CETW.

MooOuIbHBIN Te1edoH

CoBpeMeHHble CMapThOHbl M MAAHWETbl codepxaT B cebe BMNOMHE B3POC/bii
(bYHKLMOHAN, M Tenepb OHWM MOTYT KOHKYPUMPOBATb CO CTALLMOHAPHbLIMM KOMMbIOTEPAMMU.
OpHako, cpeacTB 3aLMTbl A5t NOA06HbIX YCTPOMCTB NOKa 04eHb Mano. TecTMpoBaHue
M NMOUCK YSI3BMMOCTEN B HUX MPOMCXOAMT HE TaK MHTEHCMBHO, Kak ang MK, To e camoe
KacaeTcs U MOOUIbHBIX NPUNOXKEHMIA.



CoBpeMeHHble MOOWNbHblE Opay3epbl YXe MNpaKTUYeCKM [OOTHANM HACTOJbHbIE
aHanorun, oAHaKo paclmnpeHune GyHKLMOHANA BneYeT 32 co60M 60MbLIYI0 CIOXKHOCTb U
MEHbLUY0 3aLMLLEHHOCTD.

[laneko He BCe NpOM3BOAUTENM BbINMYCKAOT OOHOBNEHUS, 3aKPbIBAKOLLME KPUTUYECKUNE
Y3BUMOCTHM 4J11 CBOMX YCTPOMCTB.

OcHoBHbIe coBeTbl AN5 6e30nacHOCTM MobunbHoro TenegoHa:

1. byab ocTopoXeH, Beab koraa Tebe npensiaratot 6€CnnaTHbIM KOHTEHT, B HEM
MOTrYT OblTb CKPbITbl KAKME-TO MNATHbIE YCNYTU;

2. [yman, npexge yeM otnpasuTb SMS, GoTo nnm Buaeo. Tbl TOYHO 3HAELUb,
roe oHW 6yayT B KOHEYHOM uTOore?

3. HeobxognMMo 06HOBNATL ONEPALMOHHYO CUCTEMY TBOErO CMapTPOHa;
4. Ncnonb3yi aHTUBMPYCHbIE NPOrpaMMmsbl 4151 MOBUNbHbIX TenedOoHOB;

5. He 3arpy>Kal71 NnpunoXxeHna ot HEU3BECTHOINro UCTOYHWMKA, BEAb OHU MOTYT
coaepXaTtb BpeAOHOCHOE NporpaMMHOE obecneyeHue;

6. locne Toro Kak Tbl BblMAEWb C CalTa, rAe BBOAW JIMYHYK MHDOpPMaLMIO,
3aMam B HAaCTPOKMKM Bpaysepa u yaanm cookies;

7. MNepuoanyeckn NnpoBepsi Kakue NiaTHble YCIyrn aKTMBMPOBAHbI Ha TBOEM
HOMepE;

8. [aeai cBori HOMep MOOBMAbHOrO TenedoHa TOMbKO NAAM, KOTOPbIX Tbl
3Haelb U KOMY foBepsiellb;

9. Bluetooth pomkeH OblTb BbIK/JKOYEH, KOrAA Tbl UM He nonb3yewbcs. He
3abbiBalt MHOTAA NPOBEPSTL 3TO.

OUIIMHT UInN Kpa’ka JIMYHbIX JaHHBbIX

[naBHas uenb QUWWHT - BUAA MHTepHeT-MOLWEeHHUYeCcTBa, COCTOUT B MOJIyYEHUMU
KOHPUAEHLUMANbHBIX OAHHbLIX MNOJib30BaTeNen — JIOTMHOB U Naposier. Ha aHrnmickom
a3blke phishing umTtaeTca kak ¢uwuHr (ot fishing — pbibHas nosng, password —
naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ HULIMHIOM:

1. Cneau 3a cBOMM aKkayHTOM. Ecnin Tbl Mofl03peBaellib, YTO TBOS aHKeTa Bbina
B3/lOMaHa, TO HeobxoAMMO  3abnokMpoBaTb €€ M CoobBWMUTb
aAMUHUCTpaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. VICHOﬂbByVI 6e3onacHble Beb-CanTbl, B TOM 4ucne, MHTEPHET-MAlra3nHOB U
MOUCKOBbLIX CUCTEM,



Mcnonb3yh CNOXHble M pa3Hble naponu. TakuM ob6pa3oM, eciu Tebs
B3/IOMAIOT, TO 3/10YMbILUJIEHHUKM NOAYYaAT AOCTYN TONbKO K OAHOMY TBOEMY
npoduto B CeTH, @ He KO BCEM;

Ecnu Tebs B3noManu, To Heob6xoaAMMo NpeaynpeanTb BCEX CBOMX 3HAKOMBIX,
KoTopble nobaBneHbl y Tebs B Apy3bsx, O TOM, 4yTOo Tebsd B3nOManu W,
BO3MOXHO, OT TBOEro WMMeHu OydeT paccbinatbCs CNaM M CCbIIKM Ha
(OULLIMHIOBbIE CaMThI;

YctanoBu HagexHbin naponb (PIN) Ha MoBunbHbIN TenedoH;
OTkNoYM coxpaHeHne napons B 6paysepe;

He oTkpbiBan Gannbl n Apyrme BNOXEHWUS B MMCbMAX AAXE €C/IM OHM NPULLAN
OT TBOMX ApYy3en. Jlyulie yTOUYHU Y HUX, OTNPABASIM NN OHM Tebe 3Tu dannbl.



